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DESCRIPTION

There are several investigation techniques that can be used to
highlight vulnerabilities and security breaches, according to
contemporary network forensics research. The majority of these
investigation techniques rely on locating, catching, and analyzing
traffic moving through network devices and infrastructure. When
network security suspects are present, it is essential to decide the
goal of the investigation [1]. The study identifies a number of
investigative techniques, including responding to a particular
network incident, analyzing archives in the case of an internal
corporate investigation, and conducting a criminal investigation.
These network investigations have a variety of goals and
methods, but one thing they all have in common is the analysis
of the traffic seen during network susceptibilities. These
investigations are conducted in response to network attacks and
clarify the effects of such attacks on networks. The investigation
also examines the digital activities that take place after the alleged
incident. It aids in analyzing the sequence of events that took
place during the network attack. In order to reconstruct the
entire attack, network forensics also entails capturing network
traffic, which must then be transmitted to another device in
order to be understood. However, because it involves sending a
lot of data from one device to another, this process might cause
forensics to take longer to complete [2].

Additionally, due to the appalling performance of network
forensics, this process also has an impact on incident response.
This means that network forensics must be performed more
effectively, and network security must be increased. Acceptable
evidence is essential in determining where the attack originated.
Jeong and Lee suggested, for instance, extracting the router's
traffic in order to gather the evidence [3]. This information can
be used to locate the attack's starting point and potential
intrusion. Regardless of the number of studies researchers have
conducted on network forensic techniques, this study described
the tools, process models, and implementation frameworks for
network forensics. The researchers haven't yet looked into
contemporary network forensic methods, particularly thorough
network forensic methods for investigating cybercrime [4]. The
implementation frameworks and intended datasets of the network

forensic techniques were not highlighted by the scholars,
according to the evidence that was also not found. While
analyzing various types of network attacks, this particular study
has been conducted with consideration for the variety of digital
evidence and the challenges that result from that variety.
Accessibility to the network artifacts and infrastructure is one of
this study's primary goals, as is the gathering of evidence via the
network against the intruder. Forensic methods to convey
information about network attacks with the fewest false-negative
outcomes. Setting these goals draws attention to the digital
evidence, which shows that the attacker needed to spend more
time and effort executing the attack. This study also aims to
highlight the cuttingedge difficulties associated with using
network forensic techniques. Because it could aid in the creation
of uniform legal frameworks, this study is particularly important
for the committees overseeing security agencies and legislators.

CONCLUSION

The importance of this study lies in its examination of network
forensic techniques' fundamental architecture and how they
function to determine the nature and consequences of network
attacks. Based on a thorough literature review, this paper also
proposes a thematic taxonomy for grouping network forensic
techniques. While conducting forensic investigations, the
classification was carried out based on the target datasets and
implementation techniques.

A thematic taxonomy has been developed for this purpose using
qualitative methods. On the basis of their objective functions,
execution definition, investigation time, forensic processing,
target instance, target dataset, mechanism, and framework
characteristics, researchers have compared and contrasted various
network forensic techniques. Finally, this study has covered the
open research issues that may arise when deciding on a topic for
additional network forensics research and choosing the most
efficient methods.
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