
Research Article

Darwish and El-Gendy, Int J Swarm Intel Evol Comput 2017, 6:2
DOI: 10.4172/2090-4908.1000158

Research Article Open Access

International Journal of Swarm 
Intelligence and Evolutionary 
ComputationInternatio

na
l J

ou
rn

al
 o

f S
warm

 Intelligence and Evolutionary Computation

ISSN: 2090-4908

Volume 6 • Issue 2 • 1000158
Int J Swarm Intel Evol Comput, an open access journal
ISSN: 2090-4908

Keywords: Cryptography; Public key infrastructure (PKI); Bit
commitment schemes (BCS); Blind signature; Electronic voting system; 
Security and privacy

Introduction 
In the next few years, various applications and services will 

increasingly depend on computer networks and the collected amount 
of data also will be incredibly large. Thus cryptography technologies will 
be applied in most areas of computing such as EVs and cryptographic 
protocols will become more important. The cryptographic verifiable 
electronic voting system is a web-based system. The web-based scheme 
is accessed by the voter through his web browser. The cryptographic 
voting system is an open-audit system, universally verifiable, with 
several features included in the scheme for verification and control 
purposes. 

The cryptographic voting scheme implements cryptographic 
techniques using standard algorithms to maintain ballot secrecy while 
providing a mathematical proof that the election tally was correctly 
computed.

 In the voting system, the votes are encrypted with a hybrid system 
using the standard algorithms RSA, AES (256-bit session key length), 
SHA and ANSI.X9.17 cryptographic random bits generator, as an 
example. When the application is initialized, it does not access the 
Internet until the vote is completely encrypted and digitally signed and 
ready to be cast.

The Norwegian voting scheme created for elections, uses strong 
cryptographic methodology for security, integrity and verification 
providing a scheme for Internet voting [1]. The Internet voting scheme 
will never be secure completely. The sacrifices has to be considered. The 
scheme supporting public key cryptography and the National Electoral 
Committee has its private key, opens the encrypted votes on the 
Election Day. In this paper, the proposed cryptographic voting system 
allows voter-verification of ballots.

There are several attacks that should be considered in case of 
electronic voting schemes. The first one is the Randomization attack, 
in which an attacker coerces a voter to submit randomly formed ballot 

[2]. The effect of this attack is to cancel the voter's vote with large 
probability. The second one is the Forced-abstention attack in which an 
attacker forces a voter to abstain from voting. This attack happens if an 
adversary is able to follow who is eligible for voting and who has already 
voted. Being aware of this knowledge because he can threaten voters 
and effectively excludes them from the voting process. The third one is 
the Simulation attack in which an adversary coerces or bribes the voter 
to reveal his private key and then pretends to be the voter and casts his 
own favorite vote.

In this paper, we present a new cryptographic voting scheme based 
on the Public Key Infrastructure (PKI), RSA Public Key Technology 
and Blind Digital Signature based on RSA cryptosystem. We first 
summarize cryptographic primitives used in our proposed scheme. 
Finally, we discuss the security of our proposed scheme. The proposed 
cryptographic voting scheme in this paper satisfies the following 
properties which have been proposed in [3].

• Voter privacy: while it must be ensured that the eligible voters
can cast a ballot, it must be impossible to connect the voter
identity with the content of his/her cast vote.

• Vote verifiability: votes must be verified independently by
their voters that were inserted in final tally and must be counted 
correctly. There are two types of verifiability that are Universal
Verifiability in which anyone can check that the published final
tally is really the sum of the votes and Individual Verifiability 
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and homomorphic encryption in a holomorphic cryptosystem, there 
is a homomorphism between an algebra based on the plaintext domain 
and an algebra based on the cipher text domain [4-22]. Schemes based 
on blind signature are thought to be simple, efficient and suitable for 
large scale elections. The different encryption primitives have been used 
in many e-voting schemes before and the way in which these primitives 
are combined make the following five schemes do not satisfy the same 
properties [23-25]. In the literature, there are many EV schemes have 
been proposed in the last twenty years. Authors in presented the first 
e-voting scheme based on digital signature for large scale elections [3].
The main problem of this scheme is that all voters should be involved
in the ballot counting process due to in the counting stage the authority 
needs the help of each voter to open the ballot in the bit-commitment
scheme. A new scheme has been proposed in to improve voting scheme 
based on blind signatures [26]. In addition, the threshold encryption
scheme is used in this system instead of a bit-commitment scheme
and the analysis of the results showed that this scheme is not receipt-
free. Moreover, authors in presented a new e-coting system based on
blind signature and a trapdoor commitment scheme has been used
in this scheme in order to solve the problem of receipt-freeness [27].
The trapdoor commitment concept has been presented in for zero-
knowledge proofs [28]. In a trapdoor commitment scheme, the holder
can freely open a commitment in the open phase to enable the scheme
to satisfy the property of receipt-free only if the trapdoor information
is known by the voters. Therefore, authors in presented two improved
voting schemes which ensure that the voters know the trapdoor
information [29]. Authors in utilize the double-trapdoor commitment
to propose a new receipt-free voting scheme based on blind signatures
for large scale elections with more efficient zero-knowledge proof for
secret permutation process [30]. In tables we summarize the well-
known five schemes according to their primitives, achieved properties
and attacks [31-33] (Tables 1-3).

Basics and Background
Basic definitions

Trapdoor functions appeared on the scene in the field of cryptography 
in the mid-1970s with the deployment of asymmetric (or public 
key) encryption techniques by Diffie-Hellman Group [34]. In many 
cryptosystems there are many that rely on the trapdoor one-way function, 
as an example El Gamal protocol and RSA cryptosystem [35,36].

in which each eligible voter can verify that his vote was really 
counted.

• Democracy: each eligible voter has the right to cast his vote and 
is not allowed for anyone to vote for others.

• Robustness: the system must be secure and non-infiltrated
by adversaries preventing any harmful behavior of voters, by
authorities or strangers.

• Receipt-freeness: No one must know the content of the voter's
vote. This property prevents vote selling or buying.

• Correctness: An election scheme is said to be correct if the
ballots are counted correctly.

• Fairness: No participant can gain any knowledge, except his
vote, about the (partial) tally before the counting stage.

• Coercion-resistance: An election scheme is said to be coercion 
resistance if the voter cannot cooperate with a coercer to prove
to him that she voted in a certain way.

The remainder of this paper is as follows. Section II presents the 
related work. In section III, we describe some basics and background 
related to the cryptographic e-voting systems. Section IV presents the 
proposed system in this paper. Section V presents the analysis and 
discussion about the proposed system. The conclusion and future work 
are presented in section VI.

Related Work
Currently, there is an interest of researchers in the field of Internet 

voting (I-voting), but there are many countries that are not implemented 
such systems. I-voting is a criticized and highly complex topic. The 
voting via Internet is desirable but with the use of the Internet, we will 
have new threats. The need to improve the security techniques for the 
development of End to End (E2E) encryption verifiable voting schemes. 
End to End (E2E) scheme are fantastic at detecting fraud. Such schemes 
can provide greater assurance that the election outcome is correct than 
traditional schemes.

Electronic voting (EV) has attracted much interest recently and a 
variety of schemes have been proposed. These schemes can be divided 
into three main approaches: based on blind signature, mix networks 

Voting Schemes

Primitives used
Zero Knowledge 

Proof
Blind Signature 

Scheme
Homomorphic 

Encryption Mix-Net Scheme
RSA Signature 

Scheme
El Gamal 

Cryptosystem
Foo’s Scheme √ √

Radwin Scheme √ √ √
Jaung and Lei’s Scheme √ √ √

Cramer et al. Scheme √ √ √
Pret-Voter √ √

Table 1: Some schemes and their primitives.

Voting Schemes

Achieved properties

Eligibility Privacy
Individual 
Verifiability

Universal 
Verifiability Fairness Receipt Freeness Correctness

Foo’s Scheme √ √ √ √
Radwin Scheme √ √ √

Jaung and Lei’s Scheme √ √ √
Cramer et al. Scheme √ √ √

Pret-Voter √ √ √ √

Table 2: Some schemes and their achieved properties.
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Definition 1

A trap-door one way function, ƒk is a family of invertible functions 
indexed by a parameter k in an index set, I, "the trap-door" such that 
[34]:

1. It easy to pick a value of k at a random,

2. When k is known, it is easy to find algorithm Ek and Dk that 
easily to compute ƒk and ƒk

-1 respectively. 

3. When k is not known,∀ k, in the range of

4. ƒk, it is infeasible to find x such that ƒk (ϰ)=y even when the 
algorithm Ek is known.

Definition 2 

A hash function h is a mapping from the set of all finite strings 
of characters from an alphabet A1 to a string of characters from an 
alphabet A2 with fixed length. For any x, h(x) is called the hash value, 
or message digest. 

Definition 3

Let l(n) be some function such that l(n)>n, Gn: {0, 1}n → {0, 1}l(n) is 
a pseudo-random bit generator (PRBG) if for all polynomials, p and 
all polynomial time algorithms, A, that attempt to distinguish between 
outputs of the generator and truly random sequences, except for finitely 
many n’s [37]: 

|pr (A(y)=1)-pr (A(Gn(s)=1))|<1/p(n),

where the probabilities are taken over yϵ{0, 1}l(n) and Sϵ{0, 1}n are 
chosen uniformly at random.

Blind digital signature

A blind digital signature has been introduced by Chaum in 1983 
[38]. It resembles as digital signature however it allows somebody for 
example an authority to get someone else to sign a message without 
disclosing the contents of the message. It can be useful in cryptographic 
election systems where anonymity is required; meaning that the 
signature is used to authenticate the voters without revealing the 
content of the ballot therefore the authority does not know whom to 
vote for. Many blind signatures schemes have been proposed in and 
they typically share two basic security properties that are blindness 
and unforgeability [31-34,39-41]. The security requirements for blind 
signatures have been formalized by Juels et al. [32] and by Pointcheval 
and Stern [23]. In a blind signature scheme, three entities participate 
which are: the sender who blinds the message before it is signed and 
sends it to the signer, the signer, who signs the blinded message and 
sends it to the receiver and the receiver, who verifies the signature, 
accepts or rejects the message. 

The blind digital signature scheme has five phases: 

1. Key generation: The signer generates his private and public 
keys. 

2. Blinding: The sender creates his private and public keys. The 
private key is used to blind the message to sends it to the signer.

3. Signing: The signer signs the blinded message by his private 
key and some signing algorithm and sends the signature to the 
sender. 

4. Unblinding: The sender received his blinded message from the 
signer to obtain unblinding version of the signature and send 
the message and the signature to the receiver.

5. Verification: The receiver verifies the signature using the 
signer's public key and check the message. Then he accepts or 
rejects the message accordingly.

If the signer has RSA public (n, e) and the corresponding private 
key, d, the requester obtains blind signature of the message mϵZn as 
follows: The sender blinds his message m to m'=mre mod n, where rϵR 
Zn is random and sends m' to the signer [38].

• The signer signs the blinded message m' and sends its signature

s'=m'd mod n to the sender.

• s' is sent back to the sender, who can then remove the blinding 
factor to reveals: 

s=s'/r mod n.

• The receiver retrieves the desired signature s of the message m 
by computing 

s=s'/r=m'd/ r=mdred/r=md r/r=md mod n

Public key infrastructure (PKI)

PKI is a system that allows integration of various services that are 
related to cryptography [42,43]. The PKI helps to make a sender of 
a message has the right to retrieve the receiver's public key and give 
the sender confidence that the key belongs to the receiver. The most 
common uses of PKI and its public key cryptography are electronic 
voting system. The main properties that can be satisfied by the use of 
the PKI technology in our proposed e-voting system will satisfy the 
following two properties:

• Efficiency: The Information needed should be available 
for the various modules of the e-voting protocols from PKI 
infrastructure in as little time as possible.

• Reliability: Corruption in the components of the PKI must not 
expose the voting process to risk.

PKI using X.509 (PKIX): PKIX is the most popular PKIs that 
use X.509, which determines a certificate format and procedures for 
distributing the public keys by Public Key Certificates PKCs signed by 

Voting Schemes

Achieved properties
Correction 
Resistance Privacy

Individual 
Verifiability

Universal 
Verifiability Fairness Receipt Freeness Correctness

Foo’s Scheme √ √
Radwin Scheme √ √

Jaung and Lei’s Scheme √ √
Cramer et al. Scheme √ √

Pret-Voter √ √

Table 3: Attacks found against the selected five schemes.
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Certificate Authorities (CAs). X.509 determines one way of certificate 
revocation where each CA periodically (e.g. hourly, daily or weekly) 
issued a signed list of the serial numbers of certificates that have been 
revoked so-called Certificate Revocation List (CRL). 

Bit commitment schemes (BCS)

A BCS (blob) is a basic component of many cryptographic protocols. 

In this paper, we have proposed secure verifiable transfer protocols 
for the exchange of secrets on EV system as a distributed environment. 
This secure verifiable transfer protocol is based on using bit commitment 
using one-way functions where the security in our protocols also can be 
chosen as a random number. Consider one party, P, sends (commits) 
to the other party, V, a bit, b; in such a way that V can verify that it is 
indeed the value P originally sent. A good way to think about it is that 
P wrote and locked the bit in a box and she is the only one who has the 
key. She gives the box to V (the commit stage) and when the time is ripe 
she opens it and V knows that the contents have not been tampered 
since the box was always in his possession. 

Definition 4 

A bit commitment protocol consists of two stages as follows [44]:

1. The commit stage: P has a bit, b, on her input tape, which she 
wishes to commit to V. She and V exchange messages. At the 
end of stage V has some information that represents b written 
on his output tape. 

2. The revealing stage: P and V exchange message (where there 
output tapes from the commit stage are serving as input tapes 
for this stage). At the end of the exchange V write b on its 
output tape.

The Proposed Cryptographic Electronic Voting Scheme

A. System overview 

Firstly, the proposed new cryptographic voting scheme in our paper 
is based on the following principle

(i) Only eligible voters have the right to vote.

(ii) Data of eligible voters come from the State Population Register.

(iii) The eligible voters are able to vote one time only.

(iv) If the authorities discover any attacks against electronic voting 
process, the Election Commission has stopped electronic voting process 
and cancels the result of the vote.

The proposed new cryptographic voting scheme depends on 
blind signature scheme using RSA based Public Key Infrastructure 
(PKI) [41,45]. Each eligible voter must have an e-token as a passport 
to certify himself to the system. For authentication, the voter must 
connect to network server by his token which it gets from any 
electronic certification authority in the country. The token like a 
secure USB contains information about the voter like the user name, 
public key and private key related to him. BCS protocol is built to 
achieve a secure protection between the voters and the network 
servers. In the proposed solution we considered the hypothesis 
that we have a secure authentication method which in this case 
represented by the RSA key pair certification, which was issued 
by a national qualified electronic certification authority (NQ-
CA) serve each voter. One of the most important features in our 
proposed scheme is that we used the bit commitment scheme (BCS) 
technology to secure the communications between the voters and 

the authorities' servers. The proposed electronic voting protocol has 
the following components which are:

1. Voter Application (VA): This is a web application help the 
voters first to register them before starting the voting phase. The 
voter Application (VA) is responsible also for defining the voters 
to the e-voting system and gives the system authentication data 
to log into the e-voting system.

2. Trusted Server Authority (TSA): It is responsible for 
authenticate the voters, loading a candidates' list on computer 
screens and storing the blinded ballots until the end of voting 
phase. It is responsible for issuance of electronic certificates, 
which are stored on e-tokens devices. 

3. Counting Server Authority (CSA): It is responsible for 
counting the votes after receiving it from the voter.

4. Publishing Server Authority (PSA): It is responsible for 
publishing the identification number of the voters ID’s with the 
corresponding signed votes. 

B. The proposed scheme design

The proposed electronic voting scheme in this paper consists of the 
following four stages:

Initialization stage 

The trusted server authority (TSA ) sets up a blind signature scheme 
(ƞ, Χ, σ, δ, Γ) where:

• ƞ: Is a polynomial-time probabilistic algorithm, that 
constructs the signer’s public key (PK) and its corresponding secret key 
(SK), 

• Χ: Is a polynomial-time blinding algorithm, that on input a 
voter's vote vi, a public key PK and a random string ri, constructs 
a blind vote Bi, 

• σ: Is a polynomial-time signing algorithm, that on input the 
blind vote Bi and the secret key SK, constructs a blind signature,

• δ: Is a polynomial-time unblind algorithm, that on input a blind 
signature Si and the random string ri,

• Γ: Is a polynomial-time signature-verifying algorithm that on 
input a message signature pair (Bi, Li) and the public key PK 
outputs either yes or no result.

• The authorities (TSA, CSA) use his RSA keys (n, e) for blind 
signatures: The RSA keys (n, e) (for blind signatures) are PKTSA, 
SKTSA, PKCSA, SKCSA.

• The person who wants to vote must go to NQ-CA to obtain his 
electronic certification keys loaded on an e-token device.

Registration stage
• The voter (Vi) contacts to Trusted Server Authority (TSA) for 

registration via BCS highly secure channel. 

• When the connection is done, the Trusted Server Authority 
(TSA) verifies the eligibility of the voter by sending a query to 
LDAP of NQ-CA server. If the voter is not eligible; the voter in 
that case is prevented from voting.

• In the same time, if the eligible voter has already voted before, if 
yes the (TSA) prevents the voter from voting. 
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Voting stage
• In the voting phase, the national authority (NA) appears the 

list of the candidates on the computer and the voter (Vi) casts 
his vote (vi) once, then the voter generates a random number, 
where ri ∈R Zn to blind the vote as follows:

vi=cast (Vote)

Bi= ( )* 
TSAi i PKv r  

this implies to: Bi= Χ (vi, PKTSA, ri) such that Χ is the blind function.

Then voter (Vi) sign his ballot Bi by his private key SKvi as Li=
[ ]

vi
i SK

B , this implies to Li=σ (Bi, SKvi) by using his token and send Li to 

the trusted server authority (TSA) via BCS secure channel. 

The trusted server authority (TSA) verifies the voter's signature by 
the voter's public key PKvi as follows:

Γ (Bi, Li, PKvi)= [ ]  
vi

vi

i SK
PK

B 
  

The trusted server authority (TSA) signs the ballot by his private 
key SKTSA and multiply the value by secret key (K) generated from the 
pseudo random number generator ANSI.X9.17 and encrypted it by the 
public key of the CSA as follows: 

( ) ( ) ( )P
* *= σ = =

i TSATSA TSAi i v i i SK i iK SK
S B ,SK [ v r ] v r

`

iS = * TSASK
i ir v * CSAPKK  and send this value to the voter (Vi) via BCS 

secure channel.

• When the system calculates the digital signature on the vote 
value, it will catch the time stamp on line from NQ-CA time 
stamp server via BCS secure channel. It represents a proof on 
the voter. 

The voter Vi unblinds 
`

iS  and sends the unblinded value to the 
counting server authority via BCS secure channel as:

1* * * *TSA CSA TSA CSA
`

SK PK SK PK
ii i i i i

i

e S ,r r v K v K
r

 = δ = = 
 

Counting and publishing stages 
• The counting server authority (CSA) signs the value which 

received by voter as 

Χi= *     
TSA CSA

CSA

SK PK
i SK

v K =       
TSA

CSA

SK
i SK

v *K

The counting server authority (CSA) removes the K value and sends 
the resulting value to the publishing server authority via BCS secure 
channel. The publishing server authority publishes the resulting value 
in the public directory associated with the identification number ID of 
the voter Vi. The counting server authority (CSA) verifies the signatures 
as: 

TSA

CSA TSACSA

SK
i pK pKSK

v   [[ ] ]  
After that, the CSA records the resulting value as a certified vote 

and records it in its certified server. The CSA increases the counter 
by 1. Finally, CSA counts the correct votes and announces the winner 
candidate. The proposed NCVVS scheme is presented in Figure 1.

C. The security analysis of the proposed scheme

The security of our scheme based on highly secure standard 
components that are PKI technology, blind signature schemes, BCS 
protocols and the national qualified electronic certification authority 
NQ-CA.

Theorem

The proposed e-voting scheme NCVVS is secure, i.e., it satisfies 

Figure 1: The proposed scheme design for electronic voting system.
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Privacy, fairness, receipt-freeness, Correctness, individual verifiability, 
voter robustness and efficient flexible.

Proof

In our proposed NCVVS-scheme, the privacy is obtained because 
no one can determine the vote because K value is unpredictable number 
because K is a pseudo random number generated from standard PRBG 
ANSI. X9.17. Thus it is impossible to know or to predict the voter 
identity with the content of his/her vote. 

Before the counting stage, no participate can gain any knowledge 
except his vote about the partial tally because the protocol use blind 
signature scheme. On the voting result in the voting stage, no one can 
know the value of the secret key so the fairness property is satisfied in 
our protocol. The protocol is designed to be receipt-freeness since no 
one can know the content of the vote because the vote is blinded by 
a secret key that is encrypted by the public key of the counting server 
authority (CSA). 

Correctness is obtained when the voter signs the ballot, his/her 
certificate is sent to the trusted server authority (TSA). So the number 
of certificates is equal to the number of the published votes at the 
counting phase. 

When the ballots are signed by the TSA and CSA published the 
result, the voter can verify that his vote was counted therefore the 
scheme supports individual verifiability. The protocol also fulfils the 
voter robustness because the administrator (TSA) cannot cast extra 
votes since every voter must check if his (her) ballot is on the published 
list. Furthermore, it can be considered as efficient because very little 
computation is necessary and the system works well with its legal 
authorities and the results are submitted to a central authority. Finally, 
no restrictions on the ballot form, our protocol can support any type of 
election process and therefore it is flexible. 

D. The characteristics of the proposed scheme:

The proposed scheme satisfies the receipt-freeness and protected 
against the randomization attack, the forced-abstention attack and the 
simulation attack, therefore it is coercion-resistant as follows:

1. Randomization attack. This attack is prevented, since the 
adversary cannot verify if the coerced voter has cast the 
prescribed vote or not since in the voting stage the voter's vote 
is blinded by using the blind signature technique.

2. Forced-abstention attack. If an adversary can see the list of the 
registered voters, the adversary will not be able to verify if a 
certain voter has cast a vote or not since the information of the 
voter is appearing only at the counting stage when the authority 
CSA published the pair (li, IDi). 

3. Simulation attack. This attack is covered because if an 
adversary coerced a voter to reveal his private key, the voter 
behavior in this case can inform about theft of his token. 

Discussion and Analysis
The voting systems via the Internet will improve the accessibility 

and provide more convenient voting process. The promises of accuracy, 
security and precision will drive the electronic voting direction 
forward. The Internet voting systems are now developing into being 
categorized as cryptographic voting systems, not only to provide the 
security needs but also to provide possibilities of verification. The 
purpose of cryptographic verifiable voting systems are to prevent 

incorrect recording and tallying, by making the processes verifiable 
for everyone. 

The Internet systems are vulnerable to more and new threats and 
fraud. The need for better mechanisms of authentication, anonymity, 
integrity, confidentiality, secrecy, etc., are highly important. The 
development of Internet voting systems for both security against all 
possible threats and for verification purpose. 

The National Institute of Standard and Technology (NIST) in the 
United States of America had a workshop called end-to-end verifiable 
voting systems, which is an improvement of the verification in voting 
systems. Voting over the Internet can be done from remote locations 
using a computer connected to the Internet. But when referring to 
Internet voting in this paper we mean voter cast from a remote location, 
for instance through the web browser of the home computer, via the 
Internet. These Internet voting systems are also called cryptographic 
voting systems. 

To vote over the Internet the voter needs a digital signature to log 
into the system, for instance identify himself with a PIN code and a 
smart card from the national qualified electronic certification authority 
NQ-CA. The voter submits his choice and the encrypted ballot is 
transmitted over the Internet to a remote server of the election system. 
The remote voting schemes can also be designed so the phone can 
be used to cast votes via GSM network. The area of remote voting is 
growing and in the last decade, several countries have developed and 
they have tested the use of Internet voting.

The essential blocks of the NCVVS-voting system depends on 
the national ID infrastructure represented in the national qualified 
certification authority NQ-CA. This infrastructure plays a central role 
in the country's high-tech and e-government strategy. The National ID 
cards are smartcards with the ability to support standard cryptographic 
algorithms. With the use of card readers and client software, for 
anybody in the country can authenticate via website to perform legal 
signatures on documents. The smart cards are used for e-government 
services.

In the proposed NCVVS-voting system, voters use the ID-cards to 
authenticate to the servers and to sign their ballots. Each card contains 
two RSA key pairs, one for authentication and another one to calculate 
the digital signature. The digital certificates binding the public keys 
to the card holder's identity and stored them on a smart card besides 
publishing them in a public LDAP (Lightweight Directory Access 
Protocol) database of the NQ-CA. The card does not allow exporting the 
private keys, so all cryptographic operations are performed internally. 
Each key is associated with a PIN code that provided to authorize every 
operation. 

Our proposed solution can also use mobile phones system with 
special SIM cards for authentication and signing. The NCVVS-voting 
system uses public key cryptography to provide double envelope 
protection for ballots that used for highly secure voting. The outer 
envelope (a digital signature) establishes the voter's identity, while 
an inner envelope (public key encryption) protects the secrecy of the 
ballot.

Once each voter's eligibility has been established, the signature is 
stripped off, leaving a set of masking encrypted ballots. These ballots 
are moved to a separate server that decrypts and counts them. One 
core strength of NCVVS-voting scheme is the National ID card 
infrastructure and the cryptographic facilities that provides like the 
standard algorithms RSA (256), SHA and ANSI. X9.17 cryptographic 
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random bits generator. While the ID cards cannot prevent every 
important attacks, they make some kinds of attacks harder. The cards 
also provide an intelligent solution for remote voter authentication. 

Cryptographic techniques that achieve end-to-end verifiability 
enable individual voters to verify that every vote has been counted 
accurately. In real elections, NCVVS-voting system uses a Hardware 
Security Module (HSM) in order to handle the election private key and 
to decrypt the votes. We assume for purposes of this paper that ID cards 
and the associated infrastructure are secure. 

After casting a vote with NCVVS system, the voter receives a 
confirmation email containing the ballot fingerprint (and also the 
fingerprint of the election) calculated by SHA (256) [46]. NCVVS system 
has a bulletin board of all cast votes in an election that is managed by a 
trusted server, NCVVS system has a bulletin board of all cast votes in 
an election that is managed by the Published Server Authority (PSA). 
On this bulletin board all ballots are posted for everyone to see. On 
this bulletin board in NCVVS system, the "ballot fingerprint" of the cast 
votes is displayed together with a voter name or voter identification 
number ID. On this list, the voter find his ID and not only check that 
his vote is on the bulletin board, but also the fingerprint matches the 
one he cast and received in the confirmation email [47]. 

The voter can go to the audit web site. There, he will find a detailed 
specification that describes the file formats, encryption mechanisms 
and process by which you can audit the election. 

Conclusion and Future Work
We presented, in this paper, how the proposed model achieved 

security properties comparing between the proposed model and many 
published models. We concluded that the proposed model is more 
secure than other models and it is suitable for use in major elections on 
a large scale. After casting a vote with NCVVS system, the voter receives 
a confirmation email containing the ballot fingerprint (and also the 
fingerprint of the election) calculated by standard hash function SHA 
(256) [46]. 

The use the computers for voting has many advantages, but a 
system for electronic voting requires means to preserve every aspects 
of the traditional voting systems especially the security features like 
authentication, secrecy and anonymity. The proposed system protect 
against at least the well-known attacks, errors and electronic fraud.

A well-designed e-voting system can produce an audit trail 
even stronger than that of conventional systems (including paper-
based systems). The future of e-voting electronic systems can use the 
current technologies and tools including smart cards, biometrics (e.g. 
voice, fingerprint, retinal recognition ‒ for identification), as well as 
mobile voting. Research effort is needed to determine to what extent 
such technologies are useful for e-voting process practically. The 
implementation and the real applications of e-voting processes have to 
cover the legal issues.
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