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ABSTRACT

The Hill model is a compelling asymmetric algorithm which depends on matrices as keys to achieve data security.
Research done on the Hill model, often, restricted to the use of low order matrix keys because of the complexity of
operations with high order matrices. This, however, expose the Hill model to basic brute force attacks. This article
investigates the use of high order dynamically generated matrix keys selected at run-time. In addition, the original Hill
model only uses the 26 alphabetic characters. We extend the character set supported by the Hill model to the 256
ASCII characters. On the other hand, the rail fence model is also a compelling transposition algorithm which
generally supports a low character set. This article investigates the combination of the improved Hill model with the
rail fence model towards a hybrid product Hill-Rail Fence (HRF) model. Ideally, product ciphers depict enhanced
data security more than the sum of the individual securities of the component ciphers. To further complicate the
product, encryption is completed over more than one round. We evaluate the computational performance of the
HRF model against the original Hill model in terms of the execution time, CPU usage, memory demands, number of
running threads, as well as the number of loaded classes. The simulated results portray an increased processing time
in the HRF model with every increase in the order of the matrix key. Also, higher order matrices are highly complex
to brute force attack as guessing the decryption inverse matrices is close to impossible. Although degraded
performances are noted, the time required to, potentially, break the HRF model that uses high order matrices
exponentially increases. Benchmarking the HRF model with the original hill model yielded that, although the HRF
model takes more execution time and consumes more CPU time and memory, the statistical significance of the
performance differences reported are negligible. It is, thus, worth enhancing the hill model to the HRF model.
Keywords: Hill cipher; Rail-fence model; Dynamic matrix key; Product cipher

INTRODUCTION basic building requirement in most computer security systems
[1-4].

Cryptographic algorithms are classified into symmetric and
asymmetric. Symmetric algorithms arise when two parties share a
common secret key for both encryption and decryption. On the
other hand, asymmetric algorithms use different encryption and
decryption keys [5,6]. Often, asymmetric algorithms comprise a
public and a private key. Public keys are unconditionally shared
with all parties intending to share information. However, a

Owing to the rapid advancement of network communication
and technology, data security is becoming a more pressing issue
to handle. Cryptography is important for providing data security
in such scenarios. In this context, cryptography is about the
exchange of secret information through public channels. Most
cryptography algorithms endeavour to achieve one or more of
these five objectives: confidentiality, integrity, accountability,

authenticity, and availability. Thus cryptography is an essential private key remains known and useful only to the creator of the
part of any effective information security system. It has become a keys [7].
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The Hill model is an asymmetric algorithm which uses linear
algebra and modulo arithmetic on matrices [8]. Matrices are
used to transform blocks of plaintext into blocks of cipher text.
While a matrix key is used for encryption, its inverse is used for
decryption, hence an asymmetric model [9]. Mostly, the Hill
model users opt for manageable matrix keys of second, third, or
fourth order [10]. The higher the matrix order, the harder it is to
attack the cipher because, generally, finding the inverse of high
order matrices is cumbersome. On the other hand, use of low
order matrix keys has been brute force attacked [11,12]. In this
article, we propose a mechanism for generating and using high
order matrix keys created at run time. Selection of the pair of
matrices to use as the encryption and decryption keys, at a time,
is system-handled from a pool of randomly generated high order
candidate matrix key pairs. The traditional Hill model uses a
character set with the cardinality of 26 (alphabetic characters).
Several works have attempted to increase this character set. We
investigate the use on the ASCII character set which further
complicates brute force attack.

The rail fence model, on the other hand, is a transposition
algorithm that rearranges the characters of the plaintext [13]. The
characters of the plaintext are written diagonally downwards on
successive "rails" of an imaginary fence. The characters of the
plaintext are then read off row by row from top to down [14].
The positions of the characters of the plaintext are interchanged
using a rail fence key which is just the number of rails [15].

Product ciphers are compelling as they are constructed by

combining independent ciphers. The basic operations
completed when ciphers are combined may include
permutations, transpositions, translations, linear

transformations, arithmetic operations, modular multiplication,
or simple substitutions [16]. Combining two or more models
together results in a cipher that is more secure than the
ciphers [17,18]. In this

principles of the rail
transposition model principles into the Hill model or vice versa.

individual component case we

dynamically  incorporate fence
The sequencing of the combination of the two models is also

system-handled.

Statement of the problem

We can rephrase the problem addressed in this study to an
investigation of the development of a hybrid product model
(HRF) by integrating the Hill model that uses high order
dynamically generated matrix keys and the rail fence model.
Four sub questions drive this work as follows:

1. How do we implement a Hill model that uses dynamically
generated high order matrix keys, supporting the ASCII
character set?

2. How do we implement the Rail Fence model that, also,
supports the ASCII character set?

3. How do we integrate these two models into a product HRF
model?

4. What are the relative performances of the HRF model
against the original Hill model?
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Successful answers to these questions may bring about new
content to the body of knowledge that may be useful to new
entrants in the field of cryptography. In addition, businesses
may consider the use of this cheaper, simpler, and affordable
alternative. More importantly, new avenues for research are
connoted in this study.

Overview

The rest of the article proceeds as follows: Section 2 presents
work related to attempts that have been made in the past to
improve security in particular ciphers through dynamism,
hybridization, and productization. In section 3, we bestow the
methods embraced in this study, emphasizing the computational
design of the Hill model, Rail Fence model, and the HRF
model. The results related to the relative performances of the
models under study are presented in section 4, along with the
discussions. We conclude the work in section 5, highlighting the
key conclusions, the main contributions, and direction for
future work.

Related work

Polyalphanumeric ciphers such as the Hill model are preferred
in cryptography for their strength [19]. That polygraphicness,
and use of linear transformation stands out. Traditionally, the
Hill model assigns a number to each letter. For example, a=0,
b=1,..., z=25. Flipping this view to the use of ASCII codes is
innovative. Basically, characters can be represented by their

ASCII codes.

While picking a matrix key is easy, finding that matrix whose
inverse can be the key to decrypt ciphertext back to plaintext is a
daunting task. The mathematics for finding k-1 is complex and
hard [20]. What mathematics can we use to find k-1 in equation
1 below? Precisely, the equation has two unknowns.

P=k-1C mod size of (character set)

Such complexity even increases when the matrix key is of high
order [21]. In addition, operating in mod 256 (the size of the
character set) further hardens the process of brute force
attacking this inverse matrix. Development of substantial
adaptations of the Hill model around its matrix key is a
common area of study [22,23]. Most works attempt to avoid
linearity during matrix transformation by devising different
methods of generating and selecting matrix keys. For example,
random matrices that use random permutations have yielded
plausible However, matrix keys were
prevalently used [24,25]. Although determining matrix keys that
are invertible is hard and penalize the use of low order matrix
keys in favour of high order matrix keys for the strength of the
model [26,27].

results. low order

Similar attempts to twick the matrix key are observed in the
work of who suggested the use of a different matrix key for each
block. However, these keys remained of low order and easy to
attack [28]. Introduction of an Affine Hill cipher variant was
more outstanding. However, its use of random numbers
together with recursive Hashed Message Authentication Code
(HMAC) complicated the scheme [29].
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Suggestions to opt for high order matrix keys are not new
because it is confirmed that the higher the order of the matrix
key, the stronger the security aspect thereof. For that, our HRF
model can use matrix keys of any desired order. Robustness and
further strength arise from the proposed use of pools of
candidate matrix keys from which a pair is selected in every run.

Several works focused on matrix key for affine and polynomial
transformation [30]. However, most of these
remained prone to cryptanalytic attacks [31]. Others attempts
focused on the use of two matrix leys at a time. This approach

extensions

was quite innovative and inspiring. Similar perspectives on
strengthening the Hill model by using multiple keys were also
reported in yielding much stronger product models. In some
case, a key bunch matrix scheme has been proposed [32,33]. The
technique represented several keys in the form of a matrix,
called a key bunch matrix (a matrix of matrices). However, the
ciphertext thereof became so difficult to decipher. Leading to
information loss although these modifications complicated the
key matrix, and the entire encryption process further, the model
became more and more expensive in terms of the CPU time and
memory demands. The design of the HRF model emphasizes
simplicity and affordability.

The Rail Fence model, on the other hand, has also seen a few
modifications with time. It has been combined with many other
models to bring about more complicated systems to break
[34,35]. In this model, the characters of the plaintext are written
downwards and diagonally on successive "rails" of an imaginary
fence, and then upwards when it reaches the bottom of the rail.
The characters of the plaintext are then read off as a sequence of
rows. The positions of the characters of the plaintext are
interchanged using a rail key. Alone, the Rail Fence model is
weak because an attacker may learn the key by merely splitting
the code into different number of lines and reading the code
into zigzag pattern. Such insecurity is dissolved when the Rail
Fence model is combined with other ciphers into product
ciphers [36]. In this study, we investigation the combination of a
hybrid Hill model and a Rail Fence model.

Hybridization of substitution and permutation ciphers is also
quite popular in the literature [37]. However, little research is
available on the integration of the modified Hill model and the
Rail Fence model. Combining substitution and permutation
ciphers produces cipher text that is hard to crack. Although the
integration of the Hill and Rail Fence models has been tried
before, the combined variants were not designed the same way
as ours. One approach considered three phases where the first
part encrypted plaintext using the Caesar model [38]. The
second phase accepted the output of the first phase as input and
then applied the Hill encryption technique. The output of the
second phase was then applied to the Rail Fence technique to
generate the final cipher text. However, having that stipulated
sequence of combination of the three models simplified possible
attacks. We propose dynamic generation of the high order Hill
matrix keys, use of the ASCII character set in both the Hill and
Rail Fence models and propose the integration of the two
models using run time generated sequence of operations, into a
HRF model [39]. This, to the best of our knowledge, is a creative
intervention worth pursuing in the body of knowledge.
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METHODOLOGY

To complete this study, we embrace the design science research
paradigm which purports spiral development of deductive
evidence supported by quantitative outcomes. The HRF model
is built based on system-generated high order Hill matrix keys
and the ASCII character set. Rail-fence transposition principles
are then

incorporated sequences. The

approach followed in this study is highly experimental, allowing

in unpredictable

spiral replication of the simulations towards establishing the
causal properties of the HRF model.

Development of the HRF model has four stages. The first stage is
about the generation of high order matrix keys and their
corresponding inverses and throwing these in a pool of
candidate keys for different runs. The second stage is about the
generation of the Rail Fence model to, also, support ASCII
characters. In the third stage, plain text is encrypted using the
Hill model or Rail Fence technique based on the dynamically
selected sequence. The final phase is about applying the other
model that was not used in the second stage.

The Hill model takes three inputs, the order n of the square
matrix key required, and parameter m which controls the
number of matrices to be generated and placed in the pool for
selection, as well as the factor r which indicates the number of
encryptions rounds to consider. Specifying the order of the
matrix key gives the user the flexibility to go for any order of
choice. The matrix key terms would be any value in the range of
0 to 255, since we consider all ASCII characters. The system
validates the generated matrix key for invertibility. The first m
invertible matrix keys that are generated are placed in a pool for
consideration in the current encryption call, where each call
comprises t encryption rounds. Therefore, r pairs of matrix keys
are picked from the pool per call. For example, if the user chose
r=6, the Hill component of the HRF model will dynamically
pick six matrix keys and their inverses and encrypting the
message over six iterations using a different set of matrices in
each round. We assume that the decryption keys are securely
communicated.

Hill encryption is achieved by dividing the plaintext into blocks
of lengths equal to the dimension of the matrix keys. The
message is converted into column vectors before they are
multiplied by the picked invertible matrix keys. We indicated
that the yielded answers are re-encrypted over the selected
number of rounds before the outcome is stored in modulo 256
[40]. The Rail Fence model would be applied thereafter if the
selected sequence said so otherwise, the Rail Fence component
would be used first before the Hill process. The Rail Fence
component takes one main input, the key which determines the
number of rows of the rail matrix.

Upon completed encryption, decryption is merely the reverse.
The lastin-first-out approach is used. If encryption started with
the Hill model, then the Rail Fence, decryption would start with
the Rail Fence and then the Hill model. Keys are also used in
the reverse order.

We administered several experiments to test the performance of
the HRF model against the original Hill model in term of CPU
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usage, memory usage, loaded class files and number of live
threads. Potentially, these measures sufficiently unearth the
relative validity of the HRF model.

The key data collected in this study is simulated performances.
The experiments are repeatedly run to achieve centrally placed
performances. Thus, central tendencies and any dispersions in
the assessed performances are reported. At the end, we compare
the performance of the HRF model to those of the original Hill
model with the goal of verifying the validity of the HRF
alternative. To achieve this, the Java Virtual Machine Monitor
was used to profile and monitor how resources are used.

RESULTS AND DISCUSSION

The main intention was to measure the performances of the
HRF model against that of the original Hill model in terms of
CPU time and memory demands. Successful generation of run
time matrix keys of high order was observed. For reproducibility
and as proof of concept, we limited the order to 10. Both the
Hill and Rail Fence supported the ASCII character. Invertibility
tests on each candidate matrix key allowed the generation of the
associated inverse matrix keys for decryption. Ideally, pairs of the
set of matrix keys to use over the selected rounds per call were
successfully established.

The Hill model and the Rail Fence model were each
independently tested for functionality when the ASCII character
set was used. The HRF model was similarly evaluated with
possible run combinations such as: Hill first, then the Rail
fence, or vice versa. Such a process is denoted as E (H (E(RF, rail
Key),matrix key)) or wvice versa.

Figure 1 compares the Heap memory usages of the original Hill
model and those of the HRF model. Visually, although the Hill
model outperforms the HRF model. It is appealing to notice
that both models converge at some point. Precisely, the Hybrid
HRF model utilized about 65 M (65153 kilobytes) where the
original Hill model alone used 27 M (27551 kilobytes). The
hybrid HRF model also used non heap memory of 15 M (15057
kilobytes) where the original Hill model used 14 M (14 320
Kbytes). We can explain the demand for higher memory
requirements by the HRF model than the original Hill model as
related to the HRF comprising two models in one. That alone
implies more computations. However, the observed difference in
memory demands is insignificant. The HRF model only used
about 18% of the total memory allocated by JVM, which is not
much. Rather, both models can be regarded as effective and
efficient.

WO OO L IO TSN 105N 1N 1O T BN OB BN R BN KON KN

Heap memory usage - Hill model Heap memory usage — HRF model

Figure 1: Comparison of Heap memory usage.
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On the other hand, Figure 2 compares the CPU time required
to run each model. While the Hill alone is heavier early in
simulation, the performances of the HRF model depend on the
sequence of events in each call. These differences are respectively
very minor because the hardware used comprised four core
processors.

[ s
HeHO 1501

M 008 1048 5B 05 e [ T
CPU time — Hill model CPU time - HRF model

Figure 2: Comparison between the CPU times.

The live threads counts are very close to each other in pattern
(Figure 3), suggesting replaceability of one by the other. The
same and constant number of threads noticed in both models is
because the tests were run on the same machine. A high number
of threads imply an increase in power utilization due to the
processing power required by each thread. In this case, the
thread count for both algorithms is relatively low.

150150 150000 1SORI0 1SR VSN0 NS0 1SS0 10RO WSO3M

Live thread count - HRF model

OO0 NOW M O 1SN NN N
Live thread count - Hill model

Figure 3: Comparison of live thread count.

In addition, each model exhibited resembling or equivalent
loaded files, also suggesting convergence of both models (Figure
4). The HRF model loaded about 1696 class files where the
original Hill model loaded 1651. Loaded class files have an
impact on memory utilization. Thus, whenever a class file is
loaded, it is allocated non-heap memory. The JVM uses non-
heap memory to store class level information. In this case, the
HRF model loaded about 15 M of non-heap memory while the
original Hill model used 14 M. The high number of loaded files
of the HRF model explains why non-heap memory consumption
of the HRF model is slightly higher. However, on a bigger note,
these performances are similar.

B0 1008 150L0 150500 150500 1SN0 1505 O 1M TS T 1B B IRY O 1

Loaded files — Hill model Loaded files — HRF model

Figure 4: Comparison of the number of loaded files.
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CONCLUSION
A HRF model was built and tested. The model depicted

relatively acceptable performances benchmarked against the
performances of the original Hill cipher. Notably, the future of
data security lies in hybridized models mixed in unpredictable
sequences. Hopefully, complex models and more sophisticated
mechanisms for managing encryption keys will develop further.
For example, dynamic selection of encryption keys at run time is
compelling and innovative, hence more preferred. Similarly, sole
models are easier to break. This study advocates for product
hybrid models dynamically mixed at run time.

CONTRIBUTIONS

The HRF models come with three notable worthy benefits as
follows:

¢ The work creates a baseline view upon which further hybrid
encryption models and innovative research may be built on.
Besides adding content, this creative intervention adds
relevant literature to the body of knowledge.

¢ The work develops new cryptoviews based on extended and
mixed models in the field of information security. The
outcomes of this study can be used to solve real world
problems.

¢ The work presents profound, substantial educational views for
novice crypto model developers. This work may be a good
starting point for most novices’ practitioners.

FUTURE WORKS
We still hope to further hybridize the Hill model by

incorporating more independent ciphers to it. Hopefully, the
envisaged mix will be hard to predict. The sequence of such a
mix will remain dynamic. It would be daunting for one to guess
the included models, predict the sequencing of the included
models, as well as to prophecy all the keys involved before one
can break these models. Hopefully, data confidentiality, data
integrity, data authenticity, and accountability may be achieved
in one goal.
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