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DESCRIPTION

A consolidated identifier known as an integrated identity
enables users to access numerous corporate services from a
single network. Identity theft, centralized administration,
constraints on auditing, and protracted breach investigation
processes are among the risks and threats. By automating and
decentralizing the production and auditing of robust and secure
qualities, the article a method for building a
blockchain-based, integrated identification system in a
marketplace. Those that deal on the open market serve as nodes
in a distributed blockchain network, which helps federated
identities grow. Members of this network get access to all of the
partner companies' services using a single federated identity. IoT
sensors and wearables can do this for you automatically by
logging real-time data, finding patterns, and highlighting issues.
Because every blockchain transaction is completely transparent,
participants can see which services they're using, and users can
monitor how their identities are being used. Implementation on a
permissioned blockchain and a public blockchain was done to
test the suggested architecture [1].

describes

A requestor can be recognized with the help of unique
identifiers, allowing them to gain access to a service or location.
Personal information, biometric information, and personal
papers are all examples of the kind of data that is frequently
included in this category. Identity theft happens when someone
utilizes our personal information—such as financial account
information, information from computers, or information from
physical locations—to get access to things we own or use. Digital
identities can exist in a variety of forms, including documents,
smart cards, and digital identities. Governments and businesses
continuously work to protect identities and guard against loss,
fraud, and theft in order to maintain these identities and
prevent serious harm. New technologies are needed to provide
resilient and secure identities while also lowering the potential
costs of breaches. Digital identities have become more important
as the use of the internet and mobile devices has grown because
they enable users to quickly, remotely, and affordably connect
with online services. Technology used for identity authentication

is just as authentic as traditional identification, which is given
and validated by an identification provider outside of the cloud.
In the digital age, people are becoming increasingly concerned
about their identities. Particularly, many people worry that their
identities might be used inappropriately, such as through fraud
or theft, which could cause harm to their finances and
reputations. The governments of the United States and Canada
have released findings that are similar, and research and strategy
revealed that identity theft is rising year [2].

It would be nearly hard to create a digital identity management
system without significant technological problems. The majority
of victims of identity fraud or theft don't receive instant
notification of the crime, and it may take those years to realize
its full effects. Identity breaches frequently happen to companies
that use robust encryption to protect their customers' identities

(3].

A federated identity is a single identity created with the goal of
gaining access to the platforms of numerous service providers. A
federated identity can be used by users to access apps from many
companies. There is a chance that the many market sectors will
split apart or combine into one. This idea is well illustrated by
the healthcare sector, which includes insurance providers,
medical facilities, and hospitals. Here, customers can access all of
their services with a single identity by using an integrated
identification system. Single Sign-on (SSO) could be
implemented for the marketplace using this identity. Future
federated systems, however, should have technology capable of
doing so, as the federated systems that currently support these
marketplaces are unable to provide access to services and data, let
alone monitor and record all ongoing transactions. Auditing
facilities may help increase the general security of businesses in
the marketplace by providing unbroken chains of evidence.
Similar to the distributed ID paradigm, the collective
identification of a federated system faces numerous challenges,
including an examination of breach security, identity leakage,
and centralization. In order to create a more potent federated
identification system, new technologies must be investigated in
order to aid with these challenges [4].
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Blockchain technology is a fantastic option for this task because
to its decentralization and security qualities. A distributed ledger
system, also known as a blockchain, leverages cryptography to
store transactions and other data in an immutable digital
format. Smart contracts are computer programmes that allow
business logic and transaction execution on the blockchain
network. There are numerous modern identity management
systems that have recently included blockchain technology.
Because to its immutability and encrypted transactions,
blockchain has so far only been used sparingly in identity
management [5].
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